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3GPP™ Work Item Description
Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: Applicability of Zero Trust Security Principles in mobile network	
Acronym: ZTS	
Unique identifier:	
{A number to be provided by MCC at the plenary} 
Potential target Release:	Rel-18
1	Impacts
{For Normative work, identify the anticipated impacts. For a Study, identify the scope of the study}
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	x
	

	No
	x
	x
	x
	
	

	Don't know
	
	
	
	
	x



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …
{Tick one or more box(es). The full structure of all existing Work Items is shown in the 3GPP Work Plan in https://ftp.3gpp.org/Information/WORK_PLAN} 
	
	Study 

	
	Normative – Stage 1

	X
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	FS_ZTS
	SA3
	960038
	[bookmark: _Hlk141716492]Study on applicability of the Zero Trust Security principles in mobile networks



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	



Dependency on non-3GPP (draft) specification: NA
3	Justification
In Release 18, the ‘Study on applicability of the Zero Trust Security principles in mobile networks’, was carried out. The related TR 33.894 covers in KI#1, the need for continuous security monitoring along with the potential security requirement for the 5GS to support mechanisms to collect necessary data to enable security monitoring (i.e., by means of Operator’s security evaluation and monitoring tools/functions (e.g., SIEM) that is external to 3GPP domain). The Study further recommends as part of the tenet-5 evaluation that, the information which need to be collected for security monitoring need to be well defined and explicitly specified to allow for interoperability and secure operation of the installed base. The specific data to be collected (i.e., violations to the 3GPP specified SBI related service operation messages, service requests exceeding preconfigured limits, other existing data such as resource usage, and load information) by the NWDAF to help in identification of abnormal behaviours or threats by the external security evaluation/monitoring function were discussed during the study. 

4	Objective
Based on the SA3 study TR 33.894, the objectives of this work item include the following aspects based on the related conclusions:	Comment by Lenovo: The conclusion agreed during the SA3#112 meeting can also be integrated here.

· The specific set of data to be collected by the NWDAF and its secure exposure via NEF to AF (residing external to 3GPP domain) to enable security evaluation and monitoring. 
The specific data to be collected and exposed for security monitoring has been studied as part of TR 33.894 and the conclusion covers the related details.

5	Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	
	
	
	
	
	




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TS 33.501
	Data collection and exposure for Security evaluation and monitoring

	SA#102 (Dec 2023)
	



6	Work item Rapporteur(s)
Sheeba Backia Mary B, Lenovo, smary@lenovo.com

7	Work item leadership
SA3

8	Aspects that involve other WGs
SA5 (for management aspects e.g., OAM based data collection)

9	Supporting Individual Members

	Supporting IM name

	Lenovo

	Motorola Mobility

	Center for Internet Security

	Cablelabs

	US National Security Agency

	Johns Hopkins University APL

	Charter Communications

	Telefonica

	Rakuten Mobile Inc







	
